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Introduction
Organizations are struggling to secure their software supply chain due to increasing 
use of open source libraries, third-party applications, and their frequent automated 
deployment. In the last few years, the world has seen multiple high-profile data breaches 
executed through the exploitation of vulnerable open source or third party software. In 
many supply chain attacks, the attackers leverage an application, API, or micro-service 
to perform reconnaissance and exfiltration via executing OS commands, accessing files, 
and probing the network.

In the last 20 years, there have been over 150,000 reported Common Vulnerabilities 
or Exposures (CVEs) in software applications and libraries. This rate has increased 
significantly, with approximately 18,000 CVEs reported in 2020 alone. In specific 
instances, a CVE may represent a zero day vulnerability, which is a previously unknown 
software bug that can be used in the theft of user credentials, alteration of data, 
installation of malware, and other exploits. Many zero-days exploited by malicious actors 
are reported to the public after victim organizations have been compromised.

EXAMPLES OF 2020 CVEs AFFECTING COMMON COTS APPLICATIONS

SolarWinds Orion platform 
backdoor / remote code execution CVE-2020-14005

Zoho Manage Engine Desktop 
deserialization / remote code execution CVE-2020-10189

Cisco Prime Collaboration Provisioning 
SQL injection / data access CVE-2020-3184

Microsoft Dynamics 365 
cross-site scripting / credential stealing CVE-2020-0656
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EXAMPLES OF 2020 CVEs AFFECTING COMMON OPEN SOURCE LIBRARIES

PostgreSQL jdbc driver XML 
external entity / remote code execution CVE-2020-13692

Apache Camel 
deserialization / remote code execution CVE-2020-11972

FasterXML jackson-databind 
deserialization / remote code execution CVE-2020-10968

Microsoft .NET Framework XPS 
validator / remote code execution CVE-2020-0605

Scanning and perimeter approaches are not enough

Traditional scanning tools and security approaches at the perimeter cannot identify 
specific application behavior, such as whether third-party code is responsible for 
unwanted traffic. Addressing software supply chain risks requires a new approach to 
pro-actively enforce “expected” behavior. Zero-day exploits can be used in attacks 
months before any virtual patch, pattern update, or new signature is identified. Only 
by blocking unexpected behaviors do you ensure prevention of novel attack behavior, 
such as establishing C2 to a remote server or exfiltrating from a compromised 
application’s database.

Regulatory pressures to continue

In recognition of the growing problem, global regulators have introduced controls to 
address supply chain risks. Chinese banking regulators first raised the need to prevent 
malicious code, backdoors, and trojans in technology platforms. This has evolved from 
assessing source code to expanded requirements for continuous runtime assessment 
and threat mitigation. The well-established U.S. standard, NIST SP 800-53 Revision 5, 
includes Runtime Application Self-Protection (RASP) as a recommended control [SI-
7(17)] to respond to emerging threats from the software supply chain.
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Protect applications from 
zero-day atacks

No learning or signature 
updates required
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including third-party and 
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Recommended in 
latest NIST standard
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Imperva Runtime Application Self 
Protection (RASP)
Imperva RASP uses a lightweight security plug-in to harden an application from within. 
It not only protects the application, but the entire stack with a positive security model 
to analyze an application’s behavior and prevent high-risk and suspicious activity. 
RASP protects applications, runtime, servers, open source dependencies, and 
third-party libraries. 

By providing application controls for a variety of attack scenarios, Imperva RASP is 
particularly suited to counter zero-day exploits of software backdoors. When the 
malicious piece of code attempts to connect to the Internet, directly access a database, 
or connect to another component of the application, RASP detects this unapproved 
behavior and blocks it.

Easy to enable, easy to manage

Imperva RASP deploys in minutes, is completely air-gapped (no inbound/outbound 
network connectivity), and requires no signature updates. By easily snapping into an 
application without requiring any code changes, Imperva RASP is a fast and easy way to 
mitigate risks in even the most complex software supply chains.
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